How to open port on router

Q: If your DVR 1s connected to internet via router, what port needs to open?
A: You will need to open HTTP port, client port, and mobile port on TC/OT DVR
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You will need to open HTTP port, client port,
and mobile port on TC/OT DVR

| You can find the port info:
:al? Menu » Step 1:
Rocora Searc Right click USB mouse button to bring OSD
menu and click “Main Menu” icon.
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Step 2:
Select “Network”
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NETWORK SETUP Step 3:

o You can check HTTP Port info. Default is 80
You can check Client Port info. Default is
9000

MAIN MENU Step 4
' " Go to “Device

DEVICE MANAGEMENT Step 5:
| Select “Mobile”

o
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Step 6:

MOBILE

admin You can check mobile port info. Default is
d ek 18004

18004 |

Default Apply Exit




User have 4 ways to open port on router:
1. DMZ

2. Open port manually

3. Portforward.com

4. UPNP

Below are 2 examples for setting DMZ on your router

Helpful Hints...

Enable the
onh

The Firewal Settings allows you to set a single computer on your network outside of the
router.

[ savesettngs | [ Don'tsavesettnos |

7 Endpoint Independent
UDP Endpoint Filtering: @ Address Restricted
O Port And Address Restricted

7 Endpoint Independent
TCP Endpoint Filtering: &) Address Restricted
@ Port And Address Restricted

ANTI-SPOOF CHECKING
Enable anti-spoof checking: []
DMZ HOST

The DMZ (Demilitarized Zone) option lets you set a single computer on your network outside of
the router. If you have a computer that cannot run Internet applications successfully from
behind the router, then you can place the computer into the DMZ for unrestricted Internet
access.

Note: Putting a computer in the DMZ may expose that computer to a variety of security risks.
Use of this option is only recommended as a last resort.

Enable DMZ :

<<
DMZ IP Address : .
192.168.0.109 Computer Name

w"eless Broadband nouter

NAT

NAT Settings

DMZ Help
Enabled ]
DMZ table
Public IP IP Address of Virtual Action
Address DMZ Host
2181677311 ~ 192.168.10. «Ad‘d
218.167.73.11 192.168.10.109 Delete

0K i Cancel

DMZ
This example is D-link DIR615

Step 1:

Go to “Advanced™ “Firewall
setting™click "Enable DMZ”

Step 2:

The DMZ IP address is DVR'’s IP address.
You can check DVR'’s IP address in
“192.168.0.109"

Step 3:

Click “Save Settings”

DMz
This example is ASUS router

Step 1:

Go to “NAT” ->"DMZ” ->click "enable”
Step 2:

Enter your DVR'’s IP address and click
“Add”. You can check DVR’s IP address in
“192.168.0.109”

Step 3:

Click “OK”



Below are 2

VIRTUAL SERVER

The Virtual Server option allows you to define a single public port on your router for redirection

to an internal LAN IP Address and Private LAN port if required. This feature i useful for hosting

online services such as FTP or Web Servers.

3 [ Save Settings I [ Don't Save Settings I
O
— @ 24 — VIRTUAL SERVERS LIST
Traffic
Port Type
Mame Public Port  Protocol Schedule
DVR_http Appicaton Name = 80 Both ~  Always =
[P Address Private Port Inbound Fiter
192.168.0,108 Computer Name  ~ 80 256 Alow Al =
tiame S Public Port  Protocol  Schedule
DVR_Client Applicaton Name w9000 Both v  Aways -
[¥]

1P Address Private Port Inbound Fitter
192.168.0.108 Computer Name v 9000 Allow Al =
Mame Public Port  Protocol Schedule
DVR_Mabie Application Name 18004 Both ~  Always =
1P Address Private Port Inbound Fitter
192.168.0.109 Computer Name = 18004 Alow Al ~

Wirele

NAT Settings

examples for open port manually on your router

DIR-615 SETUP ADVANCED TOOLS STATUS

sSS Broadband Bouter

NAT ew Ro

Virtual Server
5§ lication

|

Help
Htip i

Virtual Server

1. 02 8  Boh v 80

192.168.10. 102 ]
2. 192.168.10. 109 9000 Both ~ 9000 Client 7l
3. 192.168.10. 7109 18004 Both ~ 18004 Mobile [
4. 19216810 TCP - ] i
5. 19216610 TCP - 1

Virtual Server
This example is D-link DIR615

Step 1:

Go to “Advanced™ “Virtual Server”

Step 2:

Enter HTTP port, Client port, mobile port
info

Step 3:

Enter your DVR’s IP address. You can check
DVR'’s IP address in “192.168.0.109”

Virtual Server
This example is ASUS router

Step 1:

Go to “NAT” ->"Virtual Server”

Step 2:

Enter HTTP port, Client port, mobile port
info

Step 3:

Enter your DVR'’s IP address. You can check
DVR’s IP address in “192.168.0.109”



How to use portforward.com to help you setup your router

1. Go to websiténttp://portforward.com/

) Free Help Forwarding Ports - PortFor om - Mozilla Firefox
Ele Edit Miew Higtory Bookmarks Tools Help
& B portforward.com ¥ v ¢ |[#- Google s 2ll&
A
|
GUIDES ™ SOFTWARE ~ SUPPORT ~ FORUM
Home Your external IP is: 59.120.205.162
Find Port Forwarding Guides
For Your Router Here THE FASTEST
YOUR PORTS
'LEARN MORE
QURSOFTWARE ————— e = |
PF CONFIG: 2
THEEAsiESTWay 1 Ne #1 Resource for Forwarding Ports
 Free guides to help you setup your port forwarding
to our router’
mfxs\grﬂ;rG‘:faraiteed » Port Forwarding Software to forward ports for you
; j « Free Software to test if your ports are forwarded
» Free Software to setup a static P address
» And many more networking related guides_
If you are not sure where to start, please Start Here. You can also visit our
PF STATIC IP: forum and ask a question.
FREE DOWNLOAD VIEW A FULL LISTING OF OUR SUPPORTED ROUTERS
Help with setting up your
static IP address.
)
Francais - ltaliano - Deutsch - Espanol - Other Languages
ROUTERS PORTS GUIDES SOFTWARE FORUM CONTACT US
© 2012 PortForward.com | Terms of Use Follow Us ,F @ Em 0
il

2. Select your router, model number and cliskgf ch” button

) Free Help Forwarding Ports - PortF om - Mozilla Firefox
File Edit View History Bookmarks Tools Help
& B portforward.com ¥ v ¢ |[#- Google s RIES

GUIDES ™ SOFTWARE ~ SUPPORT ™ FORUM

Home Your external IP is: 59.120.205.162

e FORWARD YOUR
PORTS IN JUST
A FEW CLICKS!

OURSOFTWARE ——— e

PF CONFIG:
THE EASIEST WAY

o setup your router's
port forwards. Guaranteed.

[E—
If you are not sure where to start, please Start Here. You can also visit our

PF STATIC IP: forum and ask a question.
FREE DOWNLOAD VIEW A FULL LISTING OF OUR SUPPORTED ROUTERS

The #1 Resource for Forwarding Ports

 Free guides to help you setup your port forwarding
» Port Forwarding Software to forward ports for you

« Free Software to test if your ports are forwarded
.
.

Free Software to setup a static [P address
And many more networking related guides.

Help with setting up your
static IP address.

)

Francais - ltaliano - Deutsch - Espanol - Otherlanguages

ROUTERS PORTS GUIDES SOFTWARE FORUM CONTACT US

2 PortForward.com | Terms of Use roowus [0 8 SEEDEED 2




3. After you select router model, go down to “K” sectito find your KGuard DVR

Moxilla Firefo

Port Forwarding for the Netgear DG

File Edit View History Bookmarks Tools Help

& portforward.com/english/routers rwarding/N

ear/DG834GT/default.htm

eja-

~
K
KALI KGuard KG-SHA DVRs
Kane and Lynch - Dead Men KGuard KG-SHA104
KaZa, KGuard KG-5HA104.V2
KDX Server KGuard KG-SHA108
KGuard KG-CM 53000 KGuard KG-SHA108.V2
KGuard KG-NVR300 KGuard KG-SHA116
KGuard KG-SH DVRs KGuard KG-SHA116.V2
KGuard KG-SH122E Killing Floor
KGuard KG-SH322 Kingwave KW3290
KGuard KG-SH522 Kohan Immortal Sovereigns
L
L2J LIVVE
LaCiE HipServ LocationFree
Laplink Lock On
LapLink Sharedirect Lock On Moedern Air Combat
LDC++ Lock On Modern Air Combat Ubi.com
League of Legends Loftek CXS2200
Left 4 Dead LogMeln Hamachi2
Left 4 Dead 2 Lord of the Rings Battle for Middle
LEGO Universe Earth
LieroXtreme Lord of the Rings Battle Of Middle
Limewire Earth Il
Lineage Lord of the Rings Online
Lineage Il Lorex IP Surveillance
Lingo VolP Lorex LH300
Links Lorex LH304
Linksys WVC54GCA Lorex LH310
Linksys WWWCB0N Lorex LH320
Live For Speed Server Lost Planet - Extreme Condition
Lotus Notes
Iphant
M
Madden NFL 07 MOHAA Counter Intelligence
Madden NFL 2005 MOHAA MatchWatch
Madden NFL 2006 MOHAA Missionary
Mage Knight Apocalypse MOHAA Reverend
Ma, k Monsoon Vulkano
Magicka Moove
Market Analyst Software Motorhead Server
Marvel Ultimate Alliance MSN Game Zone
MechCommander 2 MSN Game Zone DX
Mechwarrior 4 - Black Night MSN Messenger
Mechwarrior 4 - Mercenaries MTA SA R1.0
Mechwarrior 4 - Vengeance Mu Online
Medal of Honor Multi Theft Auto
Medal of Honor 201 MultiTheftAuto
Medal of honer Pacific Assault Multiwinia
Medal of Honor Rising Sun MVP Baseball 2005
Medieval - Total War MX vs ATV Reflex
Medieval Il - Total War MY-IPCAM Anywhere
Metal Gear Selid 3 Subsistence MYIPTV Anywhere v

4. You can follow step-by-step to setup port forwandyour router.

Port Forwarding

File  Edi

View History Bookmarks Tools Help

& B portforward com

T/KGuard KG-S

c|[#8- Googie £la

GUIDES =

SUPPORT =

Your external IP is: 59.120.205.162

Home > Routers > Netgear > DG834GT > KGuard KG-SHA104.V2

OUR SOFTWARE Port Forwarding KGuard
PE CONEIG: KG-SHA104.V2 on the Netgear
THEEASIESTWAY DG834GT
to setup yourTauter's What is Port Forwarding?
View all Router Screenshots.

- port forwards, Guaranteed.

First we need to make sure that your DVR is configured correctly. In the KGuard menu
system you should see the following.

MENU
SEARCGH

PF STATIC IP:
FREE DOWNLOAD

Help with setting up your
static IP address.

START RECORD
RECORD
GRUISE
AUTOSEQ
MODE

STOP
STARI
START
PP

Go ahead and select Main Menu

MATN MU




How to use UPNP to setup your router

Follow Stepl~Step2 and enable UPNP
function

Enable "}

/= DLINK SYSTEMS, INC | WIRELESS ROUTER | HOME - Windows Internet Explorer EEX| U PN P

—
G~ (B0 st e ¥[8 [%][x] [@e ol

This example is D-link DIR615

(€ D-LINK SYSTEMS, INC | WIRELESS ROUTER, | HOME

Product Page: DIR-615 Hardware Version: E4  Frmware Versior

. Step 1:
_m Go to “Advanced™ “Advanced Network”

UPnP hebps other

I you are not femilar with these Advenced Network settings, please read the help section UPnP LAN hosts .

before attempting to modfy these settings. interoperate with the te p .
router. Leave the

UPnP option enabled

[ _sevesetings | [ DotSevesettngs | as long as the LAN has H
s coma | e Enable UPNP function
For added security, it is

Universal Plug and Play (UPnP) supports peer-to-peer Plug and Play functionality for racommended that
network devices. you disable the WAN

| i R o Note: You need to reboot router after you

The WAN speed &

If you enable this feature, the WAN port of your router will respond to ping requests | [il & bl U P N P f t
from the Internet that are sent to the WAN IP Address. o A e n a e u n C I 0 n

Enable WAN Ping Respond: [
WA Ping Inbound Filter : [ low 4l | speed manualy.

Detafls: [alow 4 If you ara having
trouble receing

UPNP
This example is ASUS router

€ ”‘ 2 biip/152168.10. 0~ 6 %) @ Rouersetwp «

Wireless Broadband Houter

UPnP Settings
UPnP Settings UPnP Settings Ll

Step 1:
UPnP Port Number 1780

Go to “UPnP”-> “UPnP settings”
Step 2:

Enable UPNP function

Note: You need to reboot router after you
enable UPNP function




How to check port is open correctly on router

/IP/URL

jomain/hostnan

Ele Edit View History Bookmarks Tools Help

€ @ my-adircom

User Bar

login  SnUP Feedback
See more sites of y-AGr project

Network Tools Index &' Login " sign up & Forum 4" Feedback 4\

Network Tools check open port.check forlistening ports tool domai/ hostname/ 1P/ URL

My T, geo, request tools On this page you can che ports of doma T

How 8o checie avalable borts: U= it destn in 7 i, ond port(n o) or s fports (i hird i) Aer
My 1P, GEO info, country, g oo il fnd e G, what servios

| My IP, GEO Info, country, ity | by
My request $_SERVER vars L
EERRRETEE used S therelom be probed futher or wealness.

of ports.

to 2 port). Essentially, 2 port
portis

port. There isable port numbers. Most
R e Jo s s input
il to, but i thrd ed s nputed - ol il use i, but ot valu from oo,
web server is dead or no, this tool can help you, because if wiw-80 is closed - it is when
{5 recieve connect

My User Agent information
Custom User Agent lookup

Verify E-MAIL for exist

e T
‘2nd [www.domain.com] can exist but [domain.com]

e e i URL, oty (s check oyl perta o Ui

e e e e e
Domain lookup NS records

Domain A record Lookup

_ orfportipora pots ]

[status

lport is open

Trace DOMAIN/IP

Check/Search Ports tools

Check PORTS for DOMAIN/IP

Copyright © 2012 My-Addr.
This website contains information about RGste, 15, ge0's s, wakor's ful information, ping and trace todls:
Al ights reserved

to
Bl gdit View Hitoy Bookmarks Tooks Help

€ © myaddrcom

1P info Lookup

ned ports of dolruln/hostnamdl?, its the same as check listening of ports.
s toct ot Creats port connection, connecion tmeo,
Fre i, and por (in sthox) or st of ports (inthird fekd). Ater

subi oo wilscan ports.

o, country, S tod i

GE: ity
My request §_SERVER vars
User-Agent tools
My User Agent information

2 por). Essentialy, » port
-
for weakness.

iple hosts for a specific listening port. There are 65536 distinct and usable port numbers, Most
e of numbers, ~This tool "5 apcn port too, Yau can scan part from st that & near Far mput
e o b e i e ol il e it et vlue from lsbox.
Sometime f need o know some web serer is dead or nt thi tool can help you, because if vanw-80 s losed -
server is wuw inaccessible, else it stay to recieve e
Wi it i ik e chiChaE Ve @ aF ik

itis when

Find E-MAIL box location
DNS and WHOIS tools

e e I T e
and [ww.domain.com] can exist but [domain.com]

According to our st um, now yo
You can use por from listbox o input 1-5 port as text (example: 113,640,660,1123,8080)

Examle of aroup ports scan: o

ports for URL.

Domain lookup NS records
Domain A record Lookup.
PTR lookup
Domain DNS Lookup
Domain WHOIS info Lookup
‘Advanced WHOIS Lookup Tool
Custom IP info, reverse lookup

[result
|Connection timed out
|Connection timed out
[Connection timed out

Reverse Lookup
1P/Domain/Url Tra
Trace DOMAIN/ 1P

ck/Search Ports t
| Check PORTS for DOMAIN/IP

Search PORT description

Copyright © 2012 My-Addr.com
This website contains nformation about host's,i's, gea’s, dns, Vitars fllinforation; piio and trae tadl:
rights reserve:

User can go tbittp://canyouseeme.orgf
http://my-addr.como check if router port is
opened correctly.

This is example picture for kg.kguard.org open
successfully

If port is not open, it will show failed

This is example picture for kg.kguard.org not
open



Use IE web browser to test connection

e

8 v s 55 6] & vt o User can connect to DVR using DDNS domain
name. or WAN IP address with

@

USER LOGIN

e | RESET

'@ @ b/ 1921683131/ p-Bo e R Ak

After user login, they can see the camera video

| PLAY'CONTROL
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